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deleterious. AI-generated images can offer benefits, primarily 
by accelerating the creative process, reducing costs, and 
enabling new forms of artistic expression (3). They can also 
be used for rapid prototyping, generating diverse visual 
content, and even assisting artists in their workflow (3). 
However, numerous concerns and negative effects also 
arise from AI-generated images since they can blur the lines 
between authentic and fabricated content. For example, a 
real-world connection to this problem is what happened on 
the morning of May 22, 2023, when a false AI-generated 
image claimed that there was an explosion inside the United 
States Pentagon (4). Public media sources then spread that 
image, causing financial markets to fall (5).
	 Several methods have been utilized to detect AI-generated 
images using convolutional neural networks (CNNs) in pre-
trained models such as ModelNet and ResNet50 (6). CNN 
is a type of deep learning algorithm, often implemented for 
media processing. It utilizes a hierarchy of layers, including 
convolution, pooling, normalization, and fully connected 
layers, to transform an input image into an output volume 
with class scores (7). The term “class scores” refers to the 
numerical outputs from the final layer of a CNN, where each 
number represents the model’s confidence for which specific 
class (category) the image might belong to (8). In a typical 
CNN, the whole network has many layers that become smaller 
as information is passed further through the network. One 
recent study using a CNN-based method trained on real and 
AI-generated images achieved up to 92.98% classification 
accuracy (9). Another benchmark study using a CNN-based 
method trained on a similar dataset achieved an overall 
classification accuracy of 93.67% when detecting real versus 
AI-generated images (10). The differences in results between 
these two studies are due to how the CNNs themselves were 
implemented and differences in specific parts.
	 Alternative methods discuss approaches involving a 
dataset with generators and pixel prediction (6, 11). Other 
works approach this differently by using U-net architecture 
and Intersection-over-Union (12). This approach is different 
compared to using generators and pixel prediction because 
the U-net architecture is a neural network architecture that 
uses an encoder-decoder structure to segment images and 
the Intersection-Over-Union metric is an evaluation metric 
used to measure accuracy by calculating the amount of 
overlap between two bounding boxes (12). It is mainly used 
for evaluation and not specifically for binary tasks, where AI-
generated image detection versus real image detection is a 
binary task (12). According to a study, the average accuracy 
obtained when using the U-net architecture and Intersection-
over-Union with frequency domain features is 83% (12). 
However, one of the current limitations of these approaches 
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SUMMARY
Recent progress in generative artificial intelligence 
(AI) technology has made it increasingly difficult to 
tell whether an image is AI-generated or real. Current 
AI detection methods rely solely on training a model 
through convolutional neural networks (CNNs) or using 
the U-net architecture with Intersection-over-Union as 
an evaluation metric. However, these approaches are 
not accurate enough to obtain sufficient detail from 
spatial (traditional) and frequency domain features, 
missing discrete patterns in edges and textures. Our 
study aimed to determine if a tool incorporating CNN 
and Fast Fourier Transform (FFT) can improve the 
detection of AI-generated images. We hypothesized 
that using a CNN model and frequency domain features 
that leverage FFT would lead to improvements in AI-
generated image detection. Our study presented a 
machine learning model that utilizes FFT to transform 
images from the spatial to the frequency domain, 
where subtle features can be extracted. This process 
involved training the model on a dataset comprised 
of 100,000 training images and 20,000 testing images. 
The model preprocesses images through FFT and 
merges the images into CNN logic to achieve 93.30% 
accuracy while handling both colored and grayscale 
inputs. Our results demonstrated that the integrated 
approach performed better than the CNN-only 
approach, showing 10.06% lower loss, 3.27% higher 
accuracy, 7.79% higher true positive rate, and 3.48% 
higher F1-score. This research offers an improved 
method for distinguishing between AI-generated 
and genuine images, which will be highly impactful 
as generative AI produces more malicious fake news 
and video attempts.

INTRODUCTION
	 The rapid advancement of artificial intelligence (AI) 
technologies has led to the proliferation of many highly 
realistic, AI-generated images. Text-to-image generation is a 
way of using AI with machine learning to create images from 
text descriptions, which can be done on a large scale (1). In 
2023, people using DALLE-2, an AI tool created by OpenAI 
that can produce images in different styles, generated over 
34 million images per day, with users also making use of 
text-to-image platforms and algorithms to generate over 15 
billion images that year (2). For context, that’s how many 
images photographers captured over 150 years, from 1826 
to 1975 (2). Text-to-image generation is not necessarily 
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is that enough detail from traditional and frequency domain 
features isn’t extracted, and thus, AI-generated images 
pose challenges for detection systems that focus only on 
spatial domain analysis (13). This is because spatial domain 
methods analyze visible patterns such as edges and textures, 
but generative models often leave subtle artifacts in the 
frequency domain through patterns that are invisible to the 
naked eye but detectable through frequency domain analysis 
and not only spatial domain analysis. Without extracting these 
details, detectors may miss signs of manipulation (14).
	 The limitations of these AI-generated image detection 
methods prompt a key question about whether the 
integration of CNNs and Fast Fourier Transform (FFT) can 
efficiently detect AI-generated versus real images to combat 
unwanted image manipulation. FFT is a computational tool 
used in signal processing to convert time-domain data into 
frequency-domain data, enabling the analysis of a signal’s 
frequency components (12). It is essential for frequency 
analysis, data compression, and pattern detection tasks. 
Pieces of processed information are found from the analysis 
of frequency domain features. These domain features are 
involved with wavelengths and mathematical functions that 
help determine the information (15). Frequency domain 
analysis reveals patterns and anomalies that are not easily 
detectable in the spatial domain (12). FFT has been shown to 
capture texture and structural information that AI generation 
processes might affect (12). By converting images into the 

frequency domain, FFT allows the CNN to analyze these 
additional features, likely improving the model’s performance 
(12). Simply put, FFT takes a discrete signal from an input and 
uses that information in an algorithmic approach. This results 
in a model that uses the FFT to access more information 
points from images.
	 In this study, we investigated whether an approach using 
CNN and FFT can improve the detection of AI-generated 
images. We hypothesized that using a CNN model and 
frequency domain features that leverage FFT would improve 
AI-generated image detection. Our hypothesis is based on the 
ability of the FFT to transform images from the spatial domain 
to the frequency domain, where subtle features can be used 
(12). The developmental goal is to let users autonomously, 
accurately, and uniquely distinguish between AI-generated 
and genuine images through a dual-pronged approach. Key 
subgoals to incorporate are robustness (training and testing 
the model on a variety of dataset sizes), adaptability (accepting 
multiple image sizes and collapsing excess dimensions), and 
functionality (producing accurate classification and optimizing 
training). When comparing the CNN-only approach to the 
CNN-FFT approach, evaluation metrics such as accuracy 
and loss showed promise in this implementation and the 
extent to which frequency domain features can enhance 
AI-generated image detection. This study highlights the 
limitations of relying solely on spatial domain analysis for 
detecting AI-generated images, since such methods often 

Figure 1:Flowcharts of CNN-only and CNN-FFT models. a) Illustrates the process from the original image to classification using CNN with 
FFT. The image is passed through FFT before the additional information is combined with the CNN logic for a result to then be outputted. b) 
Illustrates the process from the original image to classification using CNN without FFT. The image is passed directly to the CNN for a result 
to then be outputted.
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overlook subtle yet informative frequency-based artifacts. It 
is plausible that integrating FFT with CNNs provides a more 
comprehensive representation of image data, enabling more 
accurate classification and showing the value of dual-domain 
analysis in enhancing model robustness and reliability.

RESULTS
	 By integrating FFT with a CNN, we aimed to enhance AI-
generated image detection accuracy by using a dual-domain 
approach integrating FFT and CNNs. We performed this 
study by using a common dataset on two separate models: 
a CNN without the use of FFT (CNN-only) and a CNN 
with the use of FFT (CNN-FFT) (Figure 1). The CNN-only 
method focuses solely on spatial patterns, while the CNN-
FFT method enhances detection by incorporating frequency-
based features. In CNN-FFT, an input image undergoes FFT, 
transforming it into a frequency domain representation. These 
features are then combined with the original spatial domain 
inputs and fed into the CNN for classification.
	 Compared to the CNN-only model, the CNN-FFT model 
showed an increase in average accuracy by 3.27% and a 
decrease in average loss by 10.06% (Table 1). The CNN-
FFT model also showed an increase in recall, the ratio of all 
actual positives that were classified correctly as positives, 
by 7.79%, and an increase in F1-score, the harmonic mean 
of precision and recall, by 3.48% (16) (Table 2). Data from 
confusion matrices show better performance from the CNN-
FFT model due to a smaller total count of false negatives and 
false positives (Figure 2). Results indicated that FFT affects 
the time complexity and the use of computational resources. 
FFT has a time complexity of O(N×logN), where ‘O’ is the 
growth rate of a function and ‘N’ is the number of input data 
points (17). This reduced memory requirements by sparsifying 
features in the frequency domain. This difference applied only 
to the training phase and roughly reflected the proportional 
time difference for other stages, such as graphical visual 
generation or metric calculation. This study’s results were 
useful in the back-end creation of a website, in an early beta 
testing phase, that outputs whether an image is AI-generated 
or not with the CNN-FFT method (Figure 3).

DISCUSSION
	 Our research investigation was primarily aimed at 
determining if the inclusion of FFT would improve the ability 
of the model to detect AI-generated images. Comparing the 
models, we observed that the accuracy and F1-score, as 

well as recall, were improved when using a CNN-FFT model. 
These enhancements are due to FFT’s ability to transform 
images into the frequency domain, revealing beneficial 
image features. The frequency components captured by the 
FFT enhance the model›s ability to identify specific patterns 
associated with AI-generated images, resulting in improved 
classification accuracy and better discrimination between AI-
generated and real pictures.
	 Our machine learning approach using frequency domain 
features clearly enhanced the detection of images. A large 
dip in loss from 31.28% to 21.22% and a jump in accuracy 
from 88.19% to 91.46% shine a positive light on this approach, 
with concrete improvements in other aforementioned metrics. 
Although both models have similar logic, the main difference 
is the addition of the FFT aspect to the CNN-FTT model to 
ensure the validity of this study and its results by eliminating the 
occurrence of confounding variables. Overall, the best result 
this study produced was on the 120,000-image dataset with 
the CNN-FFT model. The following metrics were achieved: 
93.30% accuracy, 17.25% loss, 93.20% precision, 93.43% 
recall, and 93.31% F1-score. Interestingly, we observed a 
slight decrease in precision by 1.24%. This was because it is 
easier to have a false negative than a false positive.
	 Similar research has been done in this area through 
other studies (6, 9-14). The first study achieved 92.98% 
accuracy using a CNN focusing on spatial-domain features 
and employed Gradient-weighted Class Activation Mapping 
to show that the model often based its predictions on small 
visual imperfections in the backgrounds rather than the main 
subjects (9). This caused it to learn to detect and sometimes 
rely on certain recurring artifacts (unwanted visual patterns or 
flaws in images), explaining why it missed subtle frequency-
domain artifacts left by generative models (9). Our model’s 
inclusion of FFT-derived features addresses this gap by 
detecting patterns invisible in pixel space, making it more 
resilient to variations in content and post-processing. The 
second study that achieved 93.67% accuracy analyzed 
disparities in the chrominance components, the parts of 
an image signal that represent color information without 
brightness, to capture statistical differences between real 
images and those generated by a deep network, a type of 
artificial neural network (ANN) with many layers (10). This 
approach, known as chrominance residual analysis, detects 
these disparities by comparing differences between camera 
imaging and generative model outputs in specific color 
spaces (10). While it is effective at capturing color-space 

Table 1: Loss and accuracy for CNN-only and CNN-FFT models. 
Comparison of accuracy and loss for CNN-only and CNN-FFT 
models on different training dataset sizes. The 100K Train/20K Test 
label means 100,000 training images and 20,000 testing images. 
The 20K Train/4K Test label means 20,000 training images and 
4,000 testing images. The 10K Train/2K Test label means 10,000 
training images and 2,000 testing images.

Table 2: Performance of large CNN-only and CNN-FFT models. 
Comparison of precision, recall, and F1-score for CNN-only and 
CNN-FFT models on different training dataset sizes. The data is 
from the testing runs where the CNN-only model achieved a 90.30% 
accuracy and the CNN-FFT model achieved a 93.30% accuracy. 
Precision, recall and F1-score was determined based on 100,000 
training images and 20,000 testing images.
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statistical differences, it does not account for spatial structure 
or full-spectrum frequency information. Our dual-domain 
approach incorporates both, enabling broader adaptability 
across diverse generative methods and imaging conditions.
The findings of the first study, which used spatial-domain CNN 
analysis resulting in 92.98% accuracy and the second study, 
which used chrominance residual analysis resulting in 93.67% 
accuracy, and the open questions that remain, support the 
need for additional research on the detection of AI-generated 
images to mitigate their possible negative implications. There 
are multiple ways to increase the strength of our integrated 
approach to contribute to additional research. Future work 
could entail implementing a user interface to automate 
image detection, addressing ease of use, and expanding this 
technology to further generative AI subtasks, including text-to-
text, text-to-audio, and text-to-video. Shifting to text-to-video 
for a moment, using a CNN-FFT method can help detect AI-
generated videos by adjusting this methodology to process 
video frame inputs (18). For example, OpenAI’s Sora, which 
can create AI-generated videos, is much more accessible to 
the public than people might realize (19). Deepfakes, which 
are digitally altered images or videos, can also be created 
and used to spread misinformation (19). Furthermore, a larger 
dataset with more diverse input images and using multiple 
datasets to cross-validate the results from one dataset to 
another would give developers stronger insight into detection 
errors.

MATERIALS AND METHODS
	 A simplified pipeline of what an input image goes through 
is as follows: the original image is converted from the time 
domain to the frequency domain, then passed into the 
CNN for further analysis, and then image-specific features 
are extracted. The CNN-only model uses layers for feature 
extraction, dimensionality reduction, and decision-making, 
whereas the CNN-FFT model uses a dual-input CNN that has 
an add_fft_to_generator function to integrate both raw image 
data and their FFT representations, leveraging spatial and 
frequency domain features (Figure 1). For both models, the 

Figure 2: Confusion matrices in heatmap format of both models. 
Visualization of the performance of the algorithms by showing the 
actual versus predicted classifications using true negative (TN), false 
positive (FP), false negative (FN), and true positive (TP) values. TN is 
the top-left quadrant, FP is the top-right quadrant, FN is the bottom-
left quadrant, and TP is the bottom-right quadrant. a) The confusion 
matrix for the CNN-only model. b) The confusion matrix for the CNN-
FFT model.

Figure 3: A user interface beta as potential future work. A user can input an image for this piece of software to detect if it is AI-generated 
or real. The current image is a high-level prototype as the design could change.
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convolutional filter stage uses hyperparameters to function, 
evaluation metrics are outputted, the model is saved, and 
visual representations as graphical outputs are plotted.

FFT with frequency domain features
	 Comparing non-FFT and FFT representations of domains, 
information in the time domain is typically more densely 
populated with specific features. In contrast, information 
in the frequency domain is more spread out and reveals 
different insights. This difference results from computational 
processing that transforms data from the traditional (spatial) 
domain to the frequency domain. A Python function was 
implemented to perform FFT and gather the information. 
It transforms data from a generator by applying FFT to it, 
normalizes the transformed data, and yields both the original 
and transformed data along with the corresponding labels. 
It performs normalization and logarithmic scaling to make 
the data suitable for further processing. It also ensures the 
correct number of parameters corresponds to the input 
shape and if not, it fixes this issue by collapsing any excess 
parameters. Each iteration of the generator provides a batch 
of input data (x_batch) and labels (y_batch), and the function 
adds the processed FFT data to the input before yielding the 
normal and FFT batches for further processing or training. 
The mathematical formula for the logarithmic transformation 
is S = log(1 + |F(u, v)|). To make sure the argument of the 
logarithm is not zero, one is added to the magnitude. Here, 
|F(u,v)| is the magnitude of the associated complex number, 
and S is the logarithmic output.

Integration of CNN and FFT
	 The machine learning integration for the benefits of both 
the CNN and FFT worked after combining the parts of the 
CNN architecture with features from FFT, before accessing 
the fully connected layers. For this study, two models were 
tested. The first was a model using just a CNN architecture 
(CNN-only). The second was a model that merged CNN 
architecture and information from FFT preprocessing of 
images (CNN-FFT).
 
Hyperparameter tuning
	 Hyperparameter tuning was done for both models, and 
the optimal combination of variables was chosen. Most of the 
changes were analogous in both models, causing FFT to be 
the main change being tested. The adjusted hyperparameters 
included the number of epochs, batch size, learning rate, 
and CNN architecture parameters such as dropout rate and 
activation functions. An epoch in machine learning is one 
complete pass of the training dataset through the algorithm 
(20). The values tested for the number of epochs were 10, 
20, and 30. We used 20. Batch size is the number of training 
examples used in one iteration of model training (21). The 
values tested for batch size were 8, 16, 24, and 32. We used 
32. The learning rate is a parameter within an optimization 
algorithm that controls the size of the steps taken during each 
iteration as it progresses toward the minimum of the loss 
function (22). The values tested for learning rate were 0.0001, 
0.0002, and 0.001. We used 0.00001. The values tested for 
dropout rate were 0.25, 0.5, and 0.75. We used 0.5. The 
change in the learning rate is shown (Figure 4a). This was the 
same in both models since the callback threshold at which the 
learning rate should decrease was set to be the same. This was 

done to reduce computational burden and optimize accuracy. 
In this study, the learning rate is an important hyperparameter 
because it is affected by the ReduceLROnPlateau callback 
and the binary cross-entropy loss function and is the direct 
parameter of the ‘Adam’ optimizer in the line of code that 
compiles the model. The different activation functions, which 
are also considered hyperparameters, tested were Rectified 
Linear Unit (ReLU) and Sigmoid. We used both in different 
parts of the code script.

Input and convolutional layer
	 The convolutional filter stage, called ‹Conv2D,› was used 
for the CNN-only model, while the ‹concatenate› stage was 
used for the CNN-FFT model. The analysis for both stages, 
which was done by graphing the Principal Component Analysis 
(PCA) of the respective layer for each of the models, is shown 
(Figure 4b). PCA shows patterns amongst multi-dimensional 
data (23). Initially, inputted images went through a Conv2D 
layer, which was the starting point for input data. This layer is 
designed to handle colored (RGB) and grayscale (black and 
white) images with dimensions specified by img_width and 
img_height. The model has 32 filters, each of a 3×3 size, to 
scan the images. Essentially, each of these filters are small 
matrices that move over the image pixels to extract features 
such as edges, textures, or patterns, which is useful to learn 
from the visual data. The activation function enabled is ReLU, 
which introduces non-linearity into the model, allowing it to 
capture trends by setting all negative values to zero while 
preserving the positive values as they are (24). This setup 
contains an input_shape parameter indicating (img_width, 
img_height, 3), which confirms the model›s expectation of 
three-channel color images as input. This is the bulk of the 
logic of the Conv2D layer for both models. However, for the 
CNN-FFT model, the input_shape parameter is (img_width, 
img_height, 1). This is because a different breakdown of 
the original image is being passed in. We were able to use 
three as the third parameter before FFT, but this needed 
to be adjusted to one after FFT. The reason for this is that 
FFT handles single-channel data. The original three in the 
parameter were because RGB values were handled, which 
contained red, green, and blue separated values. Small 
matrices are referred to as kernels and coordinates, which are 
necessary for keeping track of what value is being scanned at 
one time.

Batch normalization
	 After the convolutional step and before the pooling layer, 
we found that adding batch normalization was helpful in the 
optimization of the model and led to an increase in positive 
results. Batch normalization is a method to normalize data 
between the layers of a neural network. This standardization 
does not adjust the raw data and is performed on small 
sections rather than the entire dataset at once. As a result, it 
considerably boosts the training speed and allows for higher 
model learning rates, thereby making the learning process 
more efficient and stable (25). This is done by calculating 
the normalized output, which can be done in two ways. The 
first way scales the data from a range of zero to one and the 
second way forces the data points to have a mean of zero and 
a standard deviation of one (25).
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Pooling layer
	 Pooling layers are typically applied after the convolutional 
layer. In this study, batch normalization was applied before 
pooling layers. Pooling can reduce the size of the input data 
in relation to the spatial domain. This combats potential size 
variance in data. Because it reduces the amount of data 
to be computationally run through, this helps in resource 
management for the hardware. Basically, the goal of pooling 
is to maintain the most relevant information while decreasing 
the input›s spatial size (26). In this study, max pooling was 
used as the pooling layer. This technique operates on the 
convolutional layers of a CNN by moving a small region, 
called a kernel, across the input data. It records only the 
largest value within each region, rather than performing 
matrix multiplication, which is typically used in the convolution 
step (27). The MaxPooling2D(2, 2) line employed in the whole 
CNN architecture converts the input data image from a 32×32 
size to a 4×4 size, keeping important features, but having 
less area to analyze. This is done through three max pooling 
layers. Each time, the spatial size aspect is halved. The 
image goes from 32×32 to 16×16 (after the first max pooling 
layer) to 8×8 (after the second max pooling layer) to 4×4 (after 
the third max pooling layer). The pooling layers were followed 
by flattening layers that, in the context of CNNs, are used to 

convert a multi-dimensional array into a single-dimensional 
array. Each image is expressed as a multi-dimensional matrix 
until this point due to the layers that processed the image 
beforehand. Similar to how it is done in an ANN, this matrix 
should be converted to a single-line array of information 
before being connected to the fully connected layer (28).

Dropout
	 The CNN architecture on both models contains the dropout 
method with a parameter of 0.5. Dropout layers are used to 
decrease the amount of overfitting present in a model (29). 
Overfitting occurs when the model does less learning and 
does more memorizing of the data that is being trained on (29). 
Although the dataset is big, it is important to decrease this for 
strong accuracy and better model performance. Memorizing 
training data could cause the model to not understand 
generalizations or curveballs in test data. Dropout layers can 
be used to lessen this problem by randomly setting a part 
of the input and hidden neural network units to zero during 
training (29). The 0.5 parameter causes half of the units to be 
set to zero (30). In the CNN-FFT model, the dropout layer was 
applied on the fully connected layer, discussed further in the 
”Fully connected/Concatenated output Layer” section.

Figure 4: Learning rate over multiple epochs and PCA in 3D-graph plot format of both models. a) To enhance the performance of 
both models, callbacks were used to optimize training, where the drop shows the turning point where the learning rate started to decrease. 
The graph shown is for one iteration of training the CNN-only model. b) The layer the analysis is being done on the left side of the image is 
“Conv2D” for the CNN-only model and the layer that the analysis is being done on the right side of the image is “concatenate” for the CNN-
FFT model.
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Dense layer
	 Two dense layers were applied to both models. A dense 
layer is a layer of neurons where each one uses the previous 
layer’s neurons to work with output from the convolutional 
layers to classify images (30). It processes input data by 
receiving connections from neurons and applies a weighted 
sum and a non-linear activation function (30). In this study, 
the first dense layer contained a numerical parameter of 512 
and activation of “relu”. This means it has 512 neurons and 
uses the function that outputs the input if it is positive and zero 
otherwise. The second Dense layer contained a numerical 
parameter of one and an activation of “sigmoid”. This means 
it has a single neuron and uses the function that maps input 
values to a range between zero and one, useful for binary 
classification (30). Dense layers are typically used towards 
the end of a neural network. They take in a one-dimensional 
input, hence the need for the flattening operation discussed 
earlier.

Fully connected/Concatenated output layer
	 The fully connected layer is the output layer of the CNN’s 
architecture, which means that all neurons in the previous 
layer are connected to the subsequent layer. The output 
of the preceding layers affects the outcome after the last 
layer (31). In the CNN model, the dense layer is this layer. 
A fully connected layer utilizes patterns of image recognition 
gathered throughout training the model on the dataset. The 
output layer, as demonstrated by the Dense layer, gives us 
our classification for the image. The activation function is 
“sigmoid”, which outputs a value between zero and one. It 
converts the input, which can be any value from negative 
infinity to positive infinity, into a probability score that can then 
be interpreted into a certain class, such as AI-generated or 
real. There are two separate blocks of CNN architecture in 

this model (Figure 5a). The first did the steps described in the 
earlier subsections on the image without FFT and saved this 
to a local variable (32, 33). The second did similar steps on 
the image with FFT and saved this to another local variable. 
Features were then saved by combining the information 
gathered from each block of CNN architecture by using the 
concatenate method (Figure 5b). This lets the model harness 
information from both approaches, helping it use this more for 
its classification (31-33). The combined information was then 
turned into a fully connected layer following similar steps as 
the CNN-only model (34).

Confusion matrices
	 Confusion matrices typically show information about the 
four types of scores. This can help determine how successful 
a classification model is, in addition to other features such as 
accuracy, loss, recall, precision, and F1-score. 
TP: objects of a certain class that are correctly recognized in 
that class. 
TN: objects not belonging to a certain class that are not 
recognized in that class.
FP: objects not belonging to a certain class that are incorrectly 
recognized in that class.
FN: objects of a certain class that are not recognized in that 
class.
	 The general equations for the aforementioned additional 
features (besides loss since that depends on the specific 
loss function being used) involving these four scores are as 
follows (16):

Figure 5: Visuals of a fully connected layer in a CNN and the concatenation between CNN and FFT. a) An input image goes through 
multiple layers before reaching the fully connected layer. b) Information from the image processed through the CNN is combined with extracted 
data from the frequency domain. This is then sent to the final fully connected layer as one entity passed in.
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Training/Testing dataset and Python usage
	 Both models were tested on the same comprehensive 
dataset. This dataset was the “CIFAKE: Real and AI-
Generated Synthetic Images” by Jordan J. Bird from the 
platform called Kaggle (35). This dataset contained a total of 
120,000 images. Each image was 32×32 and had colored and 
grayscale aspects. The split was 100,000 training images and 
20,000 testing images. Training images were split into 50,000 
AI-generated images and 50,000 real images. Similarly, 
testing images were split into 10,000 AI-generated images 
and 10,000 real images. During development, we created 
two smaller datasets that stemmed from this larger dataset, 
which saved computational resources by testing on a smaller 
dataset when needed. One of the smaller datasets contained 
24,000 (one-fifth) of the total images and the other smaller 
dataset contained 12,000 (one-tenth) of the total images. We 
wrote a Python script to gather these images randomly. The 
ratio of images for training and testing remained the same in 
all datasets.
	 The version of Python used is 3.8.18 (36). The version of 
the TensorFlow library used is v2.13.0 (37). The version of 
the NumPy library used is v1.22.3 (38). The version of the 
Matplotlib library used is v3.7.5, and mpl_toolkits.mplot3d was 
used from the Matplotlib Toolkit (39). The version of the Scikit-
learn library used is v1.3.2 (40). The version of the Seaborn 
library used is v0.13.2 (41). The OS Module used was from 
the Python Standard Library (42). The Shutil Module used 
was from Python Standard Library (43). The Random Module 
used was from the Python Standard Library (44). Towards the 
end of the study, because of the lengthy times for training 
the model, after a few iterations of testing, both models were 
saved as a .h5 file to be loaded in and used whenever there 
was no need for re-training.

CPU drawback
	 A challenge we encountered was testing on CPU and 
as a result, we pivoted to testing on GPU using a virtual 
environment to improve the time and computing power used. 
In fact, the CNN-FFT model took more than double the time 
to finish training. This was because more happened with each 
input image directly from the dataset. As discussed, each 
image had to be preprocessed through FFT and then input 
into the CNN architecture to determine its classification. If 
only the CNN was used in the model, operations performed 
used fewer system resources, causing it to complete each 
epoch faster. The hardware used was an Apple Silicon (M1 
chip) MacBook Air with an 8-core CPU and 8-core GPU. 
The project code was written in the Python language using 
TensorFlow optimized for the ARM64 computer system 
architecture and programmed in the Visual Studio Code 
application (v1.87.0) (45).
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