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SUMMARY

Recently, the use of gamification techniques to teach
cybersecurity has increased, predominantly through
capture-the-flag security competitions where players
solve cybersecurity problems (challenges) to gain
points on ascoreboard. To determine how point values
are determined for each challenge, a formula is often
used to assign point values based on the number
of teams that have solved the challenge, tying point
values to the difficulty of the challenge. There are many
ways to create this formula; however, the effects that
different scoring formulas can have on a competition
is not clear. This is important because the way that
scores are calculated can impact the motivations,
morale, and overall experience of participants as the
scores are reflected on scoreboards. In this study,
we examine the effect that changing the scoring
formula used in these competitions would have.
We predicted that changing the scoring formulas
would have a large effect on the distributions, with
more gently sloped formulas moving the center of
the scoring distribution to a higher number. This
is because of the fundamental differences in the
formulas’ mathematical compositions. We found that
while the overall distributions and median scores
stay largely the same when the competitions were
re-scored using different formulas, the variability in
the scores differed. This is important because score
variation and distribution during a competition can
have serious implications in competitions that aim to
find talent or introduce people to the field.

INTRODUCTION

In recent years, we have seen an increase in the use of
gamification techniques in various areas of education. This
use of scoreboards, systems for scoring points through
reaching certain levels of achievement, and competitive en-
vironments have allowed for many to learn more effectively
through pushing participants to set goals and strive to con-
tinue learning (1).

Being found in many large cybersecurity programs, in-
cluding education programs like CyberStart and PicoCTF, as
well as talent search programs such as Battelle’s CTF, gami-
fication has been utilized extensively in cybersecurity educa-
tion (2). Especially in high school and college environments,
capture-the-flag (CTF) competitions aim to introduce and
test technical skills in computer security, often requiring par-
ticipants to use their skills to find vulnerabilities in computer
programs. In the most popular format for these competitions,

participants solve individual challenges, which require them
to reverse engineer, understand, and attack systems or appli-
cations in order to obtain a proof of completion, called a flag.
This flag can be redeemed for points on a scoreboard over
the course of the competition, meaning that the competition
is decided by the number of flags that participants capture.
Through turning cybersecurity into a series of challenges in
a competition, participants become more engaged and learn
more about the subject matters tested (3).

However, with increased gamification of cybersecurity
comes vital decisions about how these scoring systems are
utilized and configured. Optimizing the variables in how scor-
ing systems work can potentially increase the effectiveness
of these educational games, as they impact how people in-
teract with the educational material. One important matter
of focus is the structure of the scoreboard and point system
itself. The way that challenges are scored directly influences
what participants are rewarded for focusing on during com-
petitions. Because of how scoring systems affect competition
participants, research has been done to investigate the opti-
mal methods and formulas for scoring (4).

The two major types of scoring for capture-the-flag com-
petitions are static scoring and dynamic scoring. In a static
scoring system, each challenge in the competition has a set
number of points, assigned at the competition start by the
organizers of the event. When a player or team obtains the
flag for the challenges, their points on the scoreboard in-
creases by a set amount, often set to a smaller value for an
easier challenge or a larger value for a harder challenge (5).
However, this method of scoring can often lead to inaccurate
representations of challenge difficulty because without exten-
sive testing, the true difficulty of a challenge can be hard to
determine (6). To solve this problem, some competitions use
a dynamic scoring system, which uses the number of solves
for each challenge to calculate the point value of the chal-
lenge. At the beginning of the competition, each challenge is
weighted equally. Each time a challenge is solved, the point
value of the challenge is decreased, making the point values
of each challenge at the end of the competition reflect how
many people solved it (5). As more people solve easier chal-
lenges and less people solve harder challenges, this scoring
method assigns difficulty measures using competition data.

In recent years, dynamic scoring has become the most
popular method of scoring capture-the-flag competitions.
This is because scoring challenges dynamically offers a clear
advantage over pre-set point values subjectively by competi-
tion organizers beforehand and introduces an accurate way
to gauge challenge difficulty (6). However, there is currently
no standardized formula for the way dynamic scoring is im-
plemented. The formula used to determine how point values
decrease can be linear, logarithmic, or polynomial, which can

Journal of Emerging Investigators « www.emerginginvestigators.org

30 AUGUST 2024 | VOL7 | 1



EMERGING INVESTIGATORS

all impact the rate of point decay. Because of this variability
in possible scoring methods, there may be lost potential for
competition improvement, as changing the dynamic scoring
formulas in a competition may be a tool to improve player
experience.

Our study examines the effect of different scoring formu-
las on the final score distributions in capture-the-flag compe-
titions. We predicted that different scoring formulas (based
on polynomial, logarithmic, rational, or linear functions) would
greatly change the score distributions, altering how scores
are spread throughout the scoreboard.

To test this, we re-scored the final results of two capture-
the-flag competitions (ImaginaryCTF 2021 and 2022) using
several of the most widely used scoring formulas. We used
the CTFd, Order of the Overflow (OOO), and Chaos Comput-
er Club (CCC) formulas, as well as a static scoring formula for
reference (with each challenge being worth the same number
of points). Each formula uses a different mathematical func-
tion for calculating score decay as a challenge is solved by
more teams. The CTFd formula utilizes a quadratic equation,
the OOO formula utilizes a logarithmic function, and the CCC
formula uses a rational function (Table 1) (5).

After re-scoring the results using each formula, we com-
pared the final score distributions. Through this experiment,
we found that although final scores are minimally changed by
differences in scoring formulas, different formulas do influ-
ence the variability of the final scores. This can have impli-
cations for player morale and motivation, as looking at the
scoreboards during the competition can be discouraging
when the top competitors have much higher scores than ev-
eryone else. By creating competitions where scores for differ-
ent teams are closer together, we can more effectively make
educational competitions where players are encouraged to
keep trying new challenges and learn about new topics. In
the same way, by changing scoring formulas to make compe-
titions with scores that are farther apart, we can also create
competitive events that more effectively differentiate top play-
ers.

RESULTS
We compared the final scoreboards of CTF competitions
(with 1018 data points for ImaginaryCTF 2021 and 813 data

Run CTF CompetitionHCollect scoring data

Re-score competition
with a different
scoring formula
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Table 1: Mathematical formulas for selected CTF competition
scoring formulas. Table showing the formulas behind the CTFd,
00O, CCC, and static formulas, which calculate point values for a
challenge as a function of solve counts. The formulas were taken
from the Order of the Overflow’s scoring-playground project and
configured with challenges starting at 500 points and decaying to a
minimum of 100 points (4). In all formulas, a is the maximum number
of points for a challenge, b is the minimum number of points for a
challenge, and x is the number of solves on a challenge.

points for ImaginaryCTF 2022) when re-scored with multiple
different scoring formulas in order to find the effect that dif-
ferent dynamic scoring formulas would have on final score
distributions in capture-the-flag competitions. We picked the
CTFd, OO0, CCC, and static formulas to re-score with be-
cause each formula uses a different mathematical function to
calculate point values.

To process the scoring data from each competition, we
stored scoring data from each competition in a database. This
data included information about which teams solved which
challenges during the competition. We used each of the four
scoring formulas to re-assign point values to the challenges
and calculated the final scores of each team based on these
point values (Figure 1). After re-calculating the final scores
for each competition under each formula, we compiled a list
of each team in the competition with its corresponding score.
We then recorded the median, standard deviation, minimum,
and maximum of each score distribution.

Comparing the score distributions of the scoreboards of
ImaginaryCTF 2021 and 2022 with each scoring formula,
we found that there was little to no difference in the overall
spread of the scores when using each formula. For all of the

CTFd Formula

Q00 Formula$ Compare scores and

CCC Formula score distributions

Static Formula

Figure 1: Competition re-scoring methodology showing how different scoring formulas were tested on the same data. Scoring data
from the competitions was re-scored using different scoring formulas to test the effect of different formulas on final results. The process to
test the effects of different scoring formulas is depicted. This begins with running a competition and collecting the data, and re-scoring each
competition using the different scoring formulas used in this study. The re-scored competition data is then compared across the different

formulas.
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Median Standard | Minimum | Maximum Median Standard | Minimum | Maximum
deviation |score Score deviation | score Score
errd 1 s00 1502 0 13371 oTFd | 673 1646 0 16121
200 | 604 877 0 7344 200 | 619 1048 0 8864
oee | 66 947 0 8821 oec | es7 1217 0 10657
platie | 600 793 0 5500 oltic | 600 855 0 5700

Table 2: Median, standard deviation, minimum, and maximum
scores in ImaginaryCTF 2021. Scoring formula variations create
small changes in median scores while greatly changing standard
deviations. Final scores from ImaginaryCTF 2021 were re-scored
using four scoring formulas (n=2 repetitions).

formulas, the amount of players in each range of points is
similar (Tables 2, 3). The median scores for both 2021 and
2022 vary between 600 and 673 points with different scor-
ing formulas, which is a very limited range (Tables 2, 3). The
difference in total scores between using different formulas is
less than the point value of a single challenge (100 to 500
points); this shows how different scoring formulas do not
greatly impact the median scores in a competition (Figure 2).
However, we found a difference in the distributions of the
scores, as there is large difference in the standard deviations
of the scores under different formulas. The CTFd scoring
formula produced the greatest standard deviation (1502 and
1646 points for ImaginaryCTF 2021 and 2022, respectively),
while the static scoring created the smallest standard devia-
tion (793 and 855 points for ImaginaryCTF 2021 and 2022,
respectively). The maximum scores for the CTFd formula are
higher as well (13371 and 16121 points for ImaginaryCTF
2021 and 2022, respectively) than those from all other formu-
las (ranging from 5500 to 8821 and 5700 to 8864 for Imagi-
naryCTF 2021 and 2022, respectively) (Tables 2, 3). This
demonstrates how the highest scores in the competition are
higher when the CTFd formula is used.

DISCUSSION

In this study, we investigated how much the use of dif-
ferent scoring formulas in capture-the-flag competitions af-
fects final scoring distributions. We predicted that different
formulas would result in changes in both the median and the
variability of the final scores. However, we found that chang-
ing the scoring formula does not greatly impact the median
scores of the competition scoreboards but does impact the
variability of the final scores.

We found that some formulas (the CTFd and CCC formu-
las) tend to make the highest scores in the competition much
greater than the average scores. This is because the average
rate of point decay for challenges as they are solved is much
slower than in the other formulas, making more challenges
worth a larger number of points. This makes the final score
distribution more spread out, with the highest scores farther
away from the average.

The presence of these disproportionately high values on
competition scoreboards can influence how participants in-

Table 3: Median, standard deviation, minimum, and maximum
scores in ImaginaryCTF 2022. Scoring formula variations create
small changes in median scores while greatly changing standard
deviations. Final scores from ImaginaryCTF 2022 were re-scored
using four scoring formulas (n=2 repetitions).

teract with the competitions. Having a large score disparity
on a scoreboard can mean that the competition effectively
differentiates the best players from the others. This would
mean that differences in skill level from player to player will be
amplified through the scoreboard and would be clearly seen
through larger gaps in point values. However, this separation
between the best players and the average player can also
have discouraging effects on the average player, making it
seem harder than it really is to reach higher levels of achieve-
ment during the competition and increase their position on the
scoreboard.

This experiment suggests that the decision for what scor-
ing formula to use in a competition is best decided based on
the goal behind the event itself. For events that aim to find the
most skilled participants in the field, such as qualifying events
for teams (including qualification events for national competi-
tion teams such as those for the International Cybersecurity
Challenge), a formula with a larger standard distribution like
the CTFd formula or CCC formula are more suited (7). How-
ever, for events whose main focus is education or introducing
beginners to new topics, a formula like the OOO formula with
a lower standard distribution, or even a static scoring system
may be more desirable. This can help to create a competition
environment that, while remaining competitive, prevents par-
ticipants from being discouraged seeing that the top teams
or players have many times more points than the average
player.

This experiment was limited in the amount of data in-
volved. The data used for this study were drawn from only two
competitions (ImaginaryCTF 2021 and 2022), which had simi-
lar challenge difficulties and competition format (8,9). Due to
this, more replications of this study may be required with chal-
lenges from different authors and competitions with different
average difficulties to produce more generalizable results. In
addition to this, one factor that could have introduced bias
into the results was the original scoring format of the competi-
tions, showing a limitation in recalculating scoreboards from
past competitions to test different scoring formulas. Because
the competitions had live scoreboards, the original scoring
formula (which was a modified version of the CTFd formula)
for the scoreboard may have played a role in how the com-
petition played out originally. The formula used to determine
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Figure 2: Minimal differences in scoring distributions when competitions are re-scored using different formulas. Histogram showing
spread of scores for the studied competitions (with 1017 data points for ImaginaryCTF 2021 and 813 data points for ImaginaryCTF 2022) when
re-scored post-competition with the CTFd, OO0, CCC, and static scoring formulas (n=2). Competition scoreboard data including the number
of solves per challenge and challenges solved per player were inputted into each scoring formula, and the scoreboards for each competition

were regenerated based on each formula used.

point values for dynamic scoring during the competition could
have made players value some challenges more than others
during the competition, affecting how they allocated their time
and effort. To gain more accurate results, future experiments
should use the selected scoring format during the competition
itself, rather than re-scoring post-competition.

MATERIALS AND METHODS
Data - ImaginaryCTF 2021 and 2022

We experimented with the effects of different scoring
formulas using data collected from capture-the-flag compe-
titions, taken from ImaginaryCTF 2021 and 2022. The data
was pulled from the competition MySQL database as well as
the archived competition websites. This data included infor-
mation about challenge solves per team, such as how many
teams solved each challenge at the end of the competition.
With this information, it was possible to reconstruct what the

scoreboard and score distribution of the competition might
have looked like at the end of the event.

ImaginaryCTF 2021 had 56 challenges, and 1017 partici-

pating teams. The most solved challenge, a “sanity check”
designed to make sure players knew how the system worked,
had 996 solves. The least solved challenge, a reverse en-
gineering challenge, had 5 solves. In the end, three teams
solved all the challenges, achieving the maximum score pos-
sible in the competition.
ImaginaryCTF 2022 had 58 challenges, and 813 participating
teams. The most solved challenge was also a “sanity check,”
which had 616 solves. The least solved challenge, a systems
security challenge, had 5 solves. Two teams solved all the
challenges.

Data analysis
We utilized a custom Python script to analyze and re-
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score the competition data. The script uses the Python pyplot
library to create the graphs and process the data (Figure 1).
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APPENDIX

The Python code used to re-score competition
scoreboards can be found at https://gist.github.com/Eth007/
eb230018fd3f3ed7203e0cf063772547.
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